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Important notes during presentation!

Agenda

ShareFile introduction: Architecture, Editions & Licensing

ShareFile Usability: Clients, Features & Lessons Learned

ShareFile Manageability: Admin tools & Lessons Learned

Agenda > Introduction > Usability > Manageability
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ShareFile Introduction
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ShareFile Architecture
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ShareFile Editions & Features
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ShareFile Enterprise License Model

User licensing
Citrix-managed StorageZones

Annual

Off-premise Citrix managed Cloud Storage

Customer-managed StorageZones
Perpetual or annual

On-premise StorageZone
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ShareFile Usability
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ShareFile Mobile Apps
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ShareFile Sync for Windows & Mac

ShareFile Plugin for Microsoft Outlook
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ShareFile Desktop Apps
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ShareFile app
Browse, download & view documents

Send & request files via email

Add users to existing folders

View files offline

12

View Files
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View Files

StorageZones for ShareFile Data
Personal Folders

Shared Folders

Favorite Folders
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View Files

StorageZones Connectors
CIFS/NFS Shares (R/W)

SharePoint Document Libraries (R/W)
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Connecting to StorageZone Connectors is only supported for mobile devices.
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Edit Files

ShareFile QuickEdit
Embedded document editor

(create, edit & re-upload documents)
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File editing is only supported for iOS devices (iPhone & iPad).

Only PDF, Word, Excel, PowerPoint & text files can be edited



ShareFile Mobile app

ShareFile Web
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Share Files
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ShareFile Explorer/Finder integration

ShareFile Outlook plugin
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Share Files
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Folder Sync is not supported for StorageZone Connectors

Sync Files

ShareFile mobile app
Sync is limited to WiFi connections

Syncs folder and all subfolders
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ShareFile Sync for Windows
Auto sync My Files & Folders

Config w/ GPO or custom config file
GPO: (HKCU\Software\Policies\Citrix\ShareFile\EnterpriseSync)
File: (%ProgramFiles%\Citrix\ShareFile\Sync\SyncEngine.exe.config)

Explorer integration
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Extra user instructions might be required when used in Enterprise environments

Sync Files
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ShareFile Sync for Mac
Auto sync My Files & Folders

Config w/ plist file

Finder integration
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Sync Files

Agenda > Introduction > Usability > Manageability



ShareFile On-Demand Sync
Same look & feel as Windows Sync

Uses Windows reharse point files
NTFS feat. using 4 KB placeholder for each file

Only brings over files that are used (copy/opening/editing)

Changed files are uploaded

Locally sync’d files are deleted at logoff

Config w/ GPO
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ShareFile Sync for Windows 2.10 is On-Demand certified for XenApp & XenDesktop and 

prevents automatic full file downloads which can cause capacity issues on PVS or MCS.

On-Demand Sync
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ShareFile Sync for Windows 2.13 is not certified for XenApp & XenDesktop
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Lessons Learned on Usability

Mobile:
Features differ per mobile OS

No file edit for Android/Windows

Folder Sync only with WiFi & ShareFile Data
No Folder sync for StorageZone connectors

Desktop:
Sync behavior differs per client

On-demand Sync only for XenDesktop/XenApp
Auto-sync of root folder by default (My Files & Folders)

No support for StorageZone Connectors
“Sync” client Windows/Mac doesn’t support 

CIFS Share integration
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ShareFile Manageability



ShareFile Control Plane (hosted by Citrix)

ShareFile Command Line Interface (SFCLI)
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ShareFile Management Tools
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Application Programming Interface (API)
REST

PowerShell SDK

.NET SDK

User Management Tool (UMT)
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ShareFile Management Tools
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ShareFile Control Plane
Add from Excel sheet (Users only)

API
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Provisioning Users & Groups
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Be aware of the ShareFile Control Plane timeouts when adding large amounts of users
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Provisioning Users & Groups

XenMobile AppController Management Console (AMC)

User Management Tool (UMT)
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Provisioning Users w/ XenMobile
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Reconciliation process to occur at 2:00
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Check out the blogpost from Citrix at 
http://blogs.citrix.com/2014/09/08/demystifying-the-sharefile-user-provisioning-process-through-xenmobile-app-controller/

http://blogs.citrix.com/2014/09/08/demystifying-the-sharefile-user-provisioning-process-through-xenmobile-app-controller/


Provisioning Users w/ UMT a/ XenMobile
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Use UMT to create and synchronize AD users with 

the Sharefile Control Plane
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AD Groups

Use UMT to synchronize ShareFile distribution groups with Active Directory groups!

UMT requires groups and users to be created by UMT!

Provisioning Groups w/ UMT
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Set Folder & File Access Rights

ShareFile Control Plane

API

Agenda > Introduction > Usability > Manageability
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Upload & Migrate Data

SFCLI
 C:\> sfcli -encrypt pa$$w0rd

C:\> {MNq9SdDMiOZR4iXm}

C:\> sfcli -up -l <localpath> -sf <sfpath> -u <user> -pw {MNq9SdDMiOZR4iXm} -s <sfsubdomain> -recurse

API

ShareFile Sync for PowerShell

Agenda > Introduction > Usability > Manageability

Check out the blogpost from Helge Klein at 
https://helgeklein.com/blog/2014/01/configuring-citrix-sharefile-sync-powershell

https://helgeklein.com/blog/2014/01/configuring-citrix-sharefile-sync-powershell
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Backup & Restore

On-premise Data:
Connectors => Daily Operations

ShareFile Data => Backup the persistentstorage folder

Meta data (SF Control Plane)
Archived by ShareFile

Agenda > Introduction > Usability > Manageability

You are responsible for backing up your StorageZones Controller local file storage. 

ShareFile archives the corresponding file metadata that resides in the ShareFile cloud for 3 years. 



Managing users & groups:
Use UMT to sync users and groups from Active Directory 

 Disable user synchronization within XenMobile AppController

Minimize the number of distribution groups
 Large amount of distribution groups slows down the adding users

Managing data:
Transferring large amount of data takes time

 plan ahead!

Think about Backup & Restore
 User recovery is 7 days

 Citrix Managed Storage is 30 days (Citrix support)

Check out storage limits for folders/files
 ShareFile creates GUIDs for all objects

 Change MaxDirSize on NetApp
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Lessons Learned on Manageability

Agenda > Introduction > Usability > Manageability



1000+ ShareFile Users:
Contact Citrix for their Success Management Program

Tools:
Separate tools for management tasks (UMT, PowerShell, API)

Large environments need API
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Lessons Learned on Manageability

Agenda > Introduction > Usability > Manageability

The default tooling for ShareFile is not yet sufficient
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One More Thing …
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ShareFile Community Tools

Sharefile Explorer

ShareFile Passphrase Recovery Tool

Agenda > Introduction > Usability > Manageability

Downloads available on www.SF-GURU.com
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Demo time!

Agenda > Introduction > Usability > Manageability

SFGuru Explorer - E2E.mp4
SFGuru Explorer - E2E.mp4
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Questions?



Thank You
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Resources

Citrix ShareFile
 ShareFile Global Customer Support

https://support.citrixonline.com/en_US/sharefile

 Citrix ShareFile Community Support
https://community.sharefilesupport.com/citrixsharefile

 Citrix Blogs: Demystifying ShareFile user provisioning
http://blogs.citrix.com/2014/09/08/demystifying-the-sharefile-user-provisioning-process-through-
xenmobile-app-controller

Community
 Rink Spies: Citrix ShareFile : Lessons learned in real life

http://www.rinkspies.com/2014/09/01/citrix-sharefile-lessons-learned-in-real-life/

 Rink Spies: How to improve the Citrix NetScaler Monitor for ShareFile
http://www.rinkspies.com/2014/09/10/how-to-improve-the-citrix-netscaler-monitor-for-sharefile/

 Helge Klein: Configuring Citrix Sharefile Sync from PowerShell
https://helgeklein.com/blog/2014/01/configuring-citrix-sharefile-sync-powershell

https://support.citrixonline.com/en_US/sharefile
https://community.sharefilesupport.com/citrixsharefile
http://blogs.citrix.com/2014/09/08/demystifying-the-sharefile-user-provisioning-process-through-xenmobile-app-controller
http://www.rinkspies.com/2014/09/01/citrix-sharefile-lessons-learned-in-real-life/
http://www.rinkspies.com/2014/09/10/how-to-improve-the-citrix-netscaler-monitor-for-sharefile/
https://helgeklein.com/blog/2014/01/configuring-citrix-sharefile-sync-powershell

